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ABSTRACT

The paper presents the requirements and the solution
developed by the IST-BRAHMS Project for the
introduction of an IPSec scenario in a generic
Broadband Satellite Multimedia system. The guideline
of the proposed Multi-Layer 1PSec methodology is
discussed with specific reference to the characteristics
of the generic satellite network architecture addressed
by the project. The issue related to the functional
integration of the security management mechanism in
the BRAHMS Network Layer architecture are finally
addressed.

I.BRAHM S Project Overview

A number of broadband satellite systems have been
proposed in recent years offering alternative solutions.
The highest possible level of commonality is desirable
especially for user terminals, even when different
satellite transmission systems are used, in order to
reduce the cost of the user equipment and expand the
satellite services market. The goa is to offer a
convergence path from current satellite systems to a
more generic nex-generation system with common
terminal architectures supported by new standards.

The need for standardisation in broadband satellite
systems has been recognised by industry and has
resulted in the setting up of a working group on
Broadband Satellite Multimedia (BSM) in ETSI SES, to
which the BRAHMS project has contributed [6] [7] [8].

The BRAHMS (BRoadband Access for High speed
Multimedia via Satellite) project [10] contributed in
defining a universal communication infrastructure for a
broadband access via satellite (see Fig. 1) open to
different satellite system implementations and with the
objective to harmonise most of the common satellite
access network functions. This flexibility (e.g. for
frequency, access type, orhit) is obtained by separating
physicaly-related functions from common service and
access ones. the higher layer Radio-Technology
Independent (RTI) access network functions “hide” the
lower layer Radio-Technology Dependent (RTD)
functions from the user and the core network.

The common RTI layers in the user (BSAT) and hub
(BHS) stations in access networks support a full range
of multimedia services (e.g. broadband and Internet)
and connections to alternative customer premises and
core networks.

In this way, the transport and delivery of IP-based
applications and services seamlessly complement the
available terrestrial broadband services and propose, in
some niche markets, added-value services as compared
to terrestrial ones.
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Fig. 1: BRAHMS Overall Architecture

The BRAHMS project has developed a general model
for an IP-oriented satellite architecture in which arange
of existing and future satellite technologies can be
accommodated and exploited by IP-based applications.
Such a satellite system concept, relying directly on IP
technology, brings advantages even in terms of
simplification of components, mechanisms or interfaces.
The proposed model addresses not only satellite
transport, but also issues related to IP networking, such
as. IP QoS (Quality of Service) provision, IPv4 and
IPv6 mobility support, multicast support, security, IP
performances enhancement over the satellite link
(header compression, TCP spoofing). These features are
offered independently of the used satellite technology.

I'l. Security Requirementsin BSM.
The BRAHM S approach

Internet diffusion and increasing use of broadband
communications foster the introduction of new services
for many different business and private purposes where
security is certainly a mandatory requirement. Security
involves al the architectura levels and therefore must
be considered as one of the key elements in the design,
development and deployment of any future satellite
system. With reference to the BRAHMS Reference
Architecture [1], the security issues has been addressed
by relating to the concept of separation between Radio
Technology Dependent (RTD) and Radio Technology
Independent (RTI) functions. Only the RTI part of the



security mechanism has been defined as the project did
not address any specific RTD solution (i.e. satellite
system). RTI security issues refers to the upper 1SO/OS|
layers and so they are logically equivalent to the ones
addressed for the Internet environment. They can be
categorised in:

Application layer security, proposed for special

purpose applications (e.g. financial applications,

stock trading, ... etc.);

IP layer security (1PSec).
The BRAHMS reference architecture is IP-based. As a
matter of fact, TCP/IP is today the most widely used
protocol suite due to the existence of alarge number of
quality applications written for this environment.
However, current IP suite has still many known
vulnerabilities including authentication threats (e.g.
spoofing), confidentiality threats (e.g. sniffing), session
overtaking (or hijacking) and integrity threats (an
attacker intentionally tweaks some bits in packets);
these threats limit and complicate the use of large IP
networks for sensitive communications.

I11. 1PSec Principles

The IETF (Internet Engineering Task Force) has
developed a protocol called IPSec [2] for providing high
quality, cryptography based security for IPv4 able to
guarantee secure communications over the public
Internet. IPSec can provide and flexibly support
combinations of:

connectionless dataintegrity,

origin authentication,

dataconfidentiality,

access control,

for communications between any two hosts.

These services are provided at the IP layer, offering

protection for | P and/or upper layer protocols.

IPSec is an open security protocol: it does not restrict

the user to a specific encryption or authentication

algorithm, but, instead, it provides a general framework
that allows each pair of communicating endpoints to
choose algorithms and parameters (e.g. key size).

By addressing the security issues at the IP layer and

rendering the security services in a transparent manner,

IPSec attempts to relieve software developers from the

need of implementing any security mechanisms at

different layers or for different Internet applications.

However, the security offered by use of these protocols

ultimately depends on the quality of ther

implementation. Moreover, the security of a computer
system or network is a function of many factors and

IPSec is only one of the elements of a complete system

security architecture.

The IPSec fundamental concept is described in Fig. 2,

showing the different networks involved in a datagram

transaction. They are:

: the protected and trusted local network at the
source (Network A, for example a company's
private LAN);
the untrustworthy public Internet segment;

the protected and trusted local network at the
destination (Network B).
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Fig. 2 - Network elementsinvolved in IPSec
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IPSec envisages security gateways (A and B) at each
boundary between trusted and untrustworthy networks.
When Network A needs to establish a secure link with
Network B, a Security Association is initialy
established. A Security Association (SA) is a simplex
“connection” that affords security services to the traffic
carried by it. In the example shown in Fig. 2, before
starting the actual data transaction, the Security
Gateway A establishes a Security Association with the
Security Gateway B and viceversa. The SA constitutes a
security relationship about negotiation of security
services and shared secrets. Before any IP datagram is
sent through the untrustworthy Internet, the Security
Gateway A encrypts and/or signs it, using an |PSec
protocol. When it reaches the Security Gateway B, the
datagram is decrypted and/or checked for
authentication. Then it is forwarded to the final
destination in the Network B.

Instead of changing the basic datagram header or
creating an |P option, 1PSec uses separate fields to carry
authentication and/or encryption information in standard
IP datagram, as shown in Fig. 3. So, by keeping a
standard | P header, the IPSec packet can be routed with

standard IP  equipment, providing backward
compatibility with | P routers.
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(b) IPV4 datagram with IPsec

Fig. 3: IPSec datagram structure
V. Application of |PSec tothe BRAHMS Scenario

BRAHMS did not target any specific satellite system,
but rather concentrated on the definition of a generic
“system independent” RTD/RTI interface. For this
reason, even if additional security requirements may
likely be applied to the satellite radio access segment
(RTD layers) they are not discussed in this paper as they
were out of the scope of the project. In general, it is
advisable to apply security technologies to the upper
ISO/OSI layers, so a certain level of information
protection is always assured, independently of the
specific RTD technology and the eventually related
security mechanisms.






